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Firewall

Application

IPS & AV

IPsec VPN

SSL VPN

Stateful Inspection

7-Tuples

AR 7|Hh HOPYRH

Zone 7|8t HOFEY

Domain 7|H & OtsaH

GeolP X|&

QIE{HO|A / 2|M AEHo]| S HA HY X
AREAt 215 X|2(Radius, AD, LDAP)
Static, Dynamic NAT

Exclusive NAT

Port Address Translation

Application 82| x[0{

Application E2= X|0f

Instant Messenger &[0

Game, P2P, SNS H|0{

Web Mail, Web Hard X|0{
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Signature 7|t gtof

Behavior 7|8t 404
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Flooding #0{(TCP, UDP, ICMP) XI&
Anti-Spyware

Anti—Evasion

ALKt HO| Signature

PCRE %I
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URL &I DB XA

AE2Xt H9| URL Filtering

It HOY(TYPE, &R, 0IF, 27)) X1
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Gateway to Gateway / Remote Access

IKE Version 1, 2

Transport / Tunnel Mode

Crypto Algorithm
(3DES / AES / SEED / ARIA)

Intergrity Algorithm
(SHA1, SHA256, SHA384, SHA512)

HE| BE XA

Bonding Tunnel

NAT Traversal

Gateway to Client

Crypto Algorithm(3DES / AES / SEED / ARIA)
Integrity Algorithm(MD5 / SHAT / SHA256)

2 Factor 215 X|(D/PWD, 2IEXM, OTP)

SSL VPN Client HiZ7|5

Mobile / Windows / Linux Client X|&

Networ k

Virtualization

Management

Router, Bridge Mode
802.3ad Link Aggregation
RIP, OSPF, BGP
Multicasting Routing Protocol
Policy based Routing
VolP(H.323, SIP) X
QoS(E¥, AMeh 2Aa2) XA
VRRP

DHCP Server

DNS Server

IPv6 Routing

IPv6 Firewall

IPv6 IPS

IPv6 IPsec

IPv6 DHCP Server
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Active—Active / Active—Standby Without L4

Synchronization
(Session, SA, Configuration, Policy, Profile)

Web UI, CLI

Dashboard
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NexG ESM
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NexG ESM Specification
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=4 HEsI=0] / AZEQ 0]
ZH|ISS Low Medium High
0S Ubuntu Ubuntu Ubuntu
CPU 8 Cores 16 Cores 24 Cores
Memory 32GB 64GB 64GB
SSD 200GB 200GB 200GB
Storage HDD 4TB 4TB*2 4TB*2
DRIVE 4 8 8
RAID Optional 8 8
Interface 2 X 10/100/1000 BASE-T, 2 X 1000 BASE-T
Redundant Power Single Redundant Redundant
Size 1U 2U 2U
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B NexG FW Specification >>

NexG FW NexG FW NexG FW NexG FW NexG FW NexG FW NexG FW NexG FW
60S 600 1600 2600 2600S 3600 4600 5600
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=
CPU 2 Core 2 Core 4 Core 8 Core 4 Core 8 Core 8 Core 24 Core
Memory 4GB 4GB 8GB 16GB 16GB 16GB 32GB 4GB
Flash 8GB 8GB 8GB 8GB 8GB 8GB 8GB 8GB
Storage
HDD/SSD X 500GB(HDD) ~ 1TB(HDD) 2TB(HDD) 2TB / 1TB 2TB / 1TB 2TB / 2TB 2TB / 2TB
10/100/1000 BASE-TX 6 8(MAX 12) 8(MAX 20) 8(MAX 20) 8(MAX 16) 8(MAX 32) 8(MAX 64) 8(MAX 64)
1000 BASE-X X 0(MAX 8) 4(MAX 16) 4(MAX 16) 4(MAX 8) 8(MAX 32) 8(MAX 64) 8(MAX 64)
Network  10G Base-R X X X 0(MAX 4) 0(MAX 4) 2(MAX 8)  4(MAX 16)  8(MAX 16)
Interface  Module Slot X 1 2 2 2 4 8 8
MGMT Ports 0 0 0 0 0 1 1 1
Console 1
Power Single R?gil:]g?:)m R?giﬁg?:)m R?giﬁ;?ea)m Redundant Redundant Redundant Redundant

Dimensions(WxHxD mm) 300 X 44 X 180 430 X 44 X 370 430 X 44 X 450 430 X 44 X 450 431 X 44 X 468 438 X 44 X 580 438 X 88 X 600 438 X 88 X 600

Weight(Kg) 2kg 5kg 5.2kg 5.2kg 7Kg 16kg 25kg 25kg
Rack mountable YES YES YES YES YES YES YES YES
Temperature 0 ~ 40C
Humidity 5~95%(non—-condensing)

4 Port 1G Copper Module

NexG FW 600 ~ NexG FW 5600

1G Copper
8 Port 1G Copper Module NexG FW 600 ~ NexG FW 5600(2600S |2l)
Expansion NIC Modules 4 Port 1G Fiber Module NexG FW 600 ~ NexG FW 5600
16 fber 8 Port 1G Fiber Module NexG FW 600 ~ NexG FW 5600(2600S A|<2l)
10G Fiber 2 Port 10G Fiber Module NexG FW 2600 ~ NexG FW 5600
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